[Ipunoxxenue 2
K 00s13aTe/ibHOM nH(pOpMaLu
Jl7Is1 pa3MellleHusT Ha calTe

NMHOOPMAIINOHHAMA ITAMATKA
JJISI OBYUAROIINUXCHA
IS PASMEINEHUA HA OOUILIUAJIBHBIX MHTEPHET-
PECYPCAX

C KaXIpIM TOJOM MOJIOfIe)KM B WHTEePHETe CTAaHOBUThCS Oobllle, a
LIKOJTbHUKM OJHU W3 CaMbIX aKTHMBHBIX MOJib30Baresed PyHera. Mexay Tewm,
TTOMUMO OTPOMHOTO KOJIMUeCTBa BO3MOXKHOCTeM, MHTePHET HeceT U IMPOoO/eMbl.
OTa nmaMsTKa [JoJKHa IToMOoub Tebe 6e30macHO HaXOAUTHCS B CETH.

KovmnbroTepHblie BHPYCbI KOMIBIOTEDHBIM BHUPYC - 3TO Pa3HOBUAHOCTH
KOMITBIOTEPHBIX TIPOrPaMM, OT/IMUUTEbHON O0COOEHHOCTBIO KOTOPOM SIBJISIETCS
CTI0OCOOHOCTH K Pa3MHOKeHHI0. B /1omo/THeHre K 3TOMY, BUPYChI MOTYT TIOBPe/IUTh
WM TIOJTHOCTBIO YHUYTOXKWATH BCe (palibl M JaHHble, T[OJKOHTPOJIbHBIE
T0J/Ib30BaTe/I0, OT UMeHH KOTOpOro Obljla 3aryllieHa 3apa’keHHasl MporpaMma, a
TakKe TOBPEJUTh WIM [la)Ke YHUUTOXUTh OIMNEePalMOHHYK CUCTEMY CO BCEMU
daiinamu B 11e/loM. B GOJBIIMHCTBE Cy4yaeB paclpOCTPaHSIIOTCS BUPYCHI uepes
VIHTEpHeT.

MeTo/bI 3a1JUThI OT BPeOHOCHBIX IPOrPaMM:

1. Vicnonb3y¥ COBpeMeHHBbIe OlepaliOHHbIE CUCTEMbI, UMEIOIINe Cepbe3HbIN
YPOBeHb 3allUThl OT BPeJOHOCHBIX [IPOrPaMM;

2. TloctosiHHO ycTaHaB/ivMBal TauTu (LUpOBBIe 3arlyIaTKU, KOTOpHBIE
AaBTOMAaTHYeCKH YCTaHAB/MBAIOTCS C 1Ie/IbI0 AOPAabOTKH TIpOTpamMMbl) W [IPyTHe
OOHOB/IEHHSI CBOeM oOrepaloOHHOM cucTemMbl. CKauMBali HUX TOJNBKO C
opuimampHOrO  caiita paspaborurka OC. Ecmd  CyIjectByeT — peXxuiM
aBTOMAaTHUYeCKOro 0OHOB/IEHHS, BK/TFOUH €T0;

3. Paboraii Ha CBoeM KOMIIbIOTEpe II0Z TIpaBaMU TIOb30BaTessl, a He
aZIMUHUCTpAaTOpa. OTO He TI03BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX TIPOrpPaMMm
WHCTa/UTMPOBAaThCSl HA TBOEM ePCOHA/IbHOM KOMITBIOTEDE;

4. Wcnonb3yyd aHTHMBUPYCHbIE T[IPOTPaMMHbIE TPOJAYKTHI  M3BECTHBIX
TIPOU3BOIUTE/IEH, C aBTOMAaTHUYeCKHUM 0OHOB/IeHHEeM 0a3;

5. Orpanuub (hy3MYecKuii ZOCTYM K KOMITbIOTEPY AJist [IOCTOPOHHUX JIWL];

6. Mcrnonb3yii BHellIHMe HOCUTeTM WH(OpMalyY, Takue Kak Jielnka, JUCK
WU (aiin U3 UHTepHeTa, TOJIbKO U3 MPOBEePeHHBIX NCTOUHUKOB;

7. He oTKpbiBaii KOMIIbIOTEpHbIE (Dailsibl, TIO/lydyeHHble W3 HeHa/le)KHbIX
WCTOUHUKOB. [laxke Te (paiisibl, KOTOpbIe MPHUC/Iaa TBOM 3HAKOMBI. Jlyullle yTOUHU
y Hero, OTIIPaBJIsI I OH Tebe UX.

Cetu WI-FI Wi-Fi - 370 He BU/ Tepefaun [JaHHBIX, HE TeXHOJIOTHS, & BCETO
miins  OpeHs, wmapka. Eme B 1991  rogy  HUAepraHCKas — KOMITAHUS
3apeructprpoBana 6pers "WECA", uto o6o3Hauano cioBocoueTaHue "Wireless
Fidelity", koTopblii mepeBoAuUTCsS Kak "GecripoBojHasi TOuHOCTh'. [Jo Hariero
BpeMeHH [Iollljia Apyrasi abbpeBuaTypa, KOTopasi sIB/sSIeTCsl TaKOM yKe TeXHOJIOTHeH.



9t0 abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO /JaHO C HAMEKOM Ha CTaHJapT
BBICIIIeN 3BYKOBOW TexHUKU Hi-Fi, uTo B mepeBozie 03HauaeT "BbICOKasi TOYHOCTH'.
Ma, OecrinaTHbI WHTEPHET-AOCTYN B Kade, OTelssX W a3pOIOpTax sBJSETCS
OTJINUHOM BO3MO>XHOCTBIO BbIXO/ld B UHTepHeT. Ho MHOrve sKCrmepThl CUMTAIOT,
yto obmmegoctynHble Wi-Fi ceTy He sB/IsIOTCS 6€30T1aCHBIMHU.

CoBeTbl 110 6€30T1aCHOCTH pabOThI B 00IIeI0CTYIHBIX ceTsx Wi-fi:

1. He nepeziaBaii cBoro nuuHyto uHbOpMaIuio uepe3 o0ie0ocTyHble Wi-Fi
cetu. PaboTrasi B HHUX, >Ke/laTeJlbHO He BBOJUThH TApOM JOCTYIa, JIOTUHBI U
KaKHWeTo HOMepa;

2. Wcnonb3yii 1 OOHOB/IAM aHTUBHUPYCHBIE MPOTrpaMMbl U OpaHzmayep. Tem
cambIM Thl 06e30macuiib cebst OT 3aKauKy BUpPycCa Ha TBOe yCTPOUCTBO;

3. Ipu ucrnonb3oBannu Wi-Fi otkmoun dyHkumro "O01uit ocTyT K (aitiam
u npuHTepam'". /laHHas (yHKLMS 3aKpbiTa MO YMOJUYAaHUIO, OIHAKO HEKOTOpbIe
T10/Tb30BaTe/I aKTUBUPYIOT ee it yA0OCTBa UCIIO/b30BaHUS B paboTe Wi yuebe;

4. He wucnonp3yit nyomuneii WI-FI gns mepefjaud JMUHBIX IAHHBIX,
Harpumep /151 BbIX0Ja B COLjMa/IbHble CETU WX B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonb3yn TosibKO 3aujuijeHHoe coefiuHeHue uepe3 HTTPS, a ne HTTP,
T.e. TIp¥ Habope BebO-aapeca BBoAM uMeHHO "https://";

6. B MmoObunbHoM TenedoHe oTkmound dyHKuMio "Tlogkmtouenve K Wi-Fi
aBToMatuuecky". He [omyckail aBTOMaTUUeCKOTO TOJK/IHOUYeHUsI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

ConuanbHblie cetu ColyanbHble CeTU AKTUBHO BXOZAT B Hally >XU3Hb,
MHOTHWe /oM paboTaroT M JKMBYT TaM IIOCTOSSHHO, a B Facebook yxe
3aperucTpMpoBaH MWIIWAp[, YeJIOBeK, UTO SB/SEeTCA OJHOM CeJbMOU BCeX
)KUTesnel TulaHeTbl. MHOTrMe T0/b30BaTe/IM He TMOHKWMAalOT, uTO WHbOpMalus,
pa3MellleHHass UMUA B COLIMAIBHBIX CETSIX, MOXKeT ObITh HaiifieHa W MCIT0/b30BaHa
KeM yTOZIHO, B TOM UHC/ie He 00s13aTe/TbHO C O/1ariMy HaMepeHUsIMH.

OcHOBHbIe COBeTHI 110 6€30T1aCHOCTH B COLMAIBHBIX CETSX:

1. OrpaHuub CIUCOK Jpy3eid. Y TeOsi B IPY3bsiX He J0/DKHO ObITh CITyYalHbIX
Y He3HAKOMBIX JTFO/IeH;

2. 3amminad CBOK YaCTHYI >KM3Hb. He ykasbiBad Maposid, TeneqoHsbl,
azpeca, JaTy TBOero pOXAEHWS W JPYryl0 JIMYHYIO  HUH(POPMALMIO.
3/10YMBIIIJIEHHUKU MOTYT UCMOJ/Ib30BaTh Ja)ke MH(OPMALMIO O TOM, KaK Thl U TBOU
POJUTEJIN TJIaHUPYeTe TPOBeCTU KaHUKYJIbI;

3. 3auuiraii CBOIO pemnyTaLyio - Iep)KU ee B YUCTOTe U 3afiaBail cebe BOTIPOC:
xoTen Obl ThI, uTOOBI Apyrve TOMb30BaTe/Nd BUEIM, UTO ThI 3arpy’kaellb?
[Momymaid, TIpek/e ueM 4TO-TO OIyO/IMKOBATh, HAIMMCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPUILb C JIFObMH, KOTOPBIX He 3Haelllb, He WCMOJIb3yU CBOE
peasibHOe UM U APYTYIO JMUHYI0 UHGOPMALIUU: UMSsl, MECTO JKUTebCTBa, MeCTO
yueObI U TIpoyee;

5. M306erait pasmeirienns dotorpaduii B VIHTEpHeTe, T/ Thl W300pakeH Ha
MEeCTHOCTH, 110 KOTOPOUW MO>KHO OTpe/ie/TUuTh TBOe MeCTOIO/I0KEeHHE;

6. Ilpu perucTpaliyi B COI[Ma/bHOW CeTH HeoOXOJUMO MCII0/b30BaTh
C/IOKHBIE TIapOJ/IM, COCTOSIIIME W3 OYKB U LIU(PP U C KOTMUYECTBOM 3HAKOB He MeHee
8;



7. [HOnsg coiuanbHOW CeTW, TIOUTBI W JIDYTUX CalTOB HeoOXOAUMO
MCTIO0/b30BaTh pa3Hbie naposid. Torza eciu Tebsi B3/IOMarOT, TO 3/7I0YMBILIIEHHUKN
ToJIyy4aT JOCTYII TOJIbKO K OZJHOMY MECTY, a He BO BCe Cpa3y.

O/IeKTPOHHBIE IeHbrd DJIeKTPOHHbIE [IeHbIH - 3TO OueHb YAOOHBIN Criocob
riaTeXxel, OJHAKO CYIIeCTBYHOT MOILIEHHUKH, KOTOpble XOTST TMOJYYUTh 3TH
JleHbI'M. DJIEKTPOHHbBIE [IeHbI'W TTOSIBUIMCh COBCEM HeJaBHO U MMEHHO H3-3a 3TOT0
BO MHOTHX I'OCyZapCTBax [0 CUX IOP He MPOIKCaHO Mpo HUX B 3aKOHaxX. B Poccun
)Ke OHM (DYHKLIMOHMPYIOT M O HUX Y>Ke TIPDOIMKCAHO B 3aKOHE, T/le UX pa3/ie/sitoT Ha
HECKOJIbKO BH/IOB - aHOHMMHbIE U He aHOHUMHbIe. Pa3HuIja B TOM, YTO aHOHUMHbIe
- 3TO Te, B KOTODPBIX pa3pelllaeTcsi MPOBOJAWThL orepaluu 0e3 uieHTU(PUKaAIIU
MO0JIb30BaTeNsl, a B HEAHOHUMHBIX WAEHTU(PUKALIUS T10J/Ib30BaTesisi SBSETCS
obsi3arenpHOU. TakKe cyiefiyeT pa3/inyaTh 3/IeKTPOHHbIE (UaTHbIe JeHbTU (PaBHBI
roCyZlapCTBeHHbIM Ba/Il0TaM) W 3/IeKTPOHHble He(uaTHble [eHbrd (He paBHBI
roCyZlapCTBeHHbIM Ba/IFOTaM).

OcHOBHBIe COBeTHI TI0 Oe30racHol paboTe C 371eKTPOHHBIMU JIeHbTI'aMHU:

1. TIpuBsDKU K cueTy MOOUIBbHBIN Tesie)oH. ITO CaMblil yAOOHBIN U ObICTPbIN
croco0® BOCCTAaHOBUTHL [JOCTYM K cueTy. [IpuBsi3aHHBINA Tesie)OH TOMOXKET, eC/
3a0yzelllb CBOW TMJIaTe)XHBIA TapoJib WM 3akiflelllb Ha CaWT C HEe3HAKOMOTO
yCTPOMCTBA;

2. Wcnonb3yit opHOopa3oBble mMaponu. Ilocne mepexojja Ha YCUIEHHYO
aBTopHu3aluio Tebe yxe He OyJeT yrpokaThb OMACHOCTh KpaXkM WM TepexBaTa
TJIaTeXKHOT'O MapoJis;

3. Buibepu cnoxHbiéi maponb. [IpectymHukam OyfeT He MpPOCTO yraAaTthb
CJI0’KHBIM NapoJib. Haze)xHble aposu - 3TO NapoJin, KOTOPbIe COZlepKaT He MeHee
8 3HAaKOB M BK/IIOYAIOT B cebs CTpOUHble W TIPOMUCHBIe OYKBbI, IUGPHI U
HECKOJIbKO CUMBOJIOB, TaKMe KakK 3HaK Jj0Ji1apa, yHTa, BOCK/IULATe/TbHbINA 3HaK U
T.1. Harrpumep, $tROng!;;

4. He BBOZIM CBOM JIMUHBIE TaHHbIE HA CaUTaX, KOTOPbIM He Jl0Bepsiellb.

OJIeKTPOHHasi MoYTa JDJIeKTPOHHAsl Io4Ta - 3TO TEeXHOJOrus W
Npe/loCTaB/sieMble €10 YCIYTM MO0 [epecbUlIKe U TOAYyUYEHHI0 3JIeKTPOHHBIX
COO0Ol[eHnI, KOTOpble pacripefieisitOTCSI B KOMITbIOTepHON ceTU. OOBIUHO
9/IEKTPOHHBIM ~ TIOYTOBBIM  SIIIUK  BBIIVISIAUT  CJAeAyrOLUM  00Opa3oM:
VMsI_I10/Ib30BaTeNsI(@UMs_JijoMeHa. Takke KpOMe Iiepefjaud IIPOCTOrO TeKCTa,
VMeeTCsl BO3MOKHOCTh Mepe/laBaTh (Paisibl.

OcHoBHbIe COBeTHI 110 6e30racHoi paboTe C 371eKTPOHHOM TTOUTOM:

1. Hago BbiOpaTh TmpaBU/IbHBIN TOYTOBBLIM CepBUC. B WHTepHeTe ecCTh
OTPOMHBIN BHIOODP OeCTIaTHBIX TTOUTOBBIX CEPBHUCOB, OJHAKO JIyUllle JOBEPATH TEM,
KOT'0 3Haelllb ¥ KTO MePBbIM B DEUTHHTE;

2. He ykasbiBail B TMUHOM MOYTe UUHYIO UH(popManuio. Harnpumep, myuiie
BbIOpaTh "My3bIKa/ibHBIN_(paHat@" vmm "pok2013" BmecTo "Temal3";

3. Ucnone3yr [AByX3TarHyk aBTOpPU3aLMI0. JTO KOrZa TMOMHMMO Maposist
HY>KHO BBOJUTb KO/, MpHCbUIaeMbii 110 SMS;

4. Beibepu CNOXHBIM Mapo/ib. [/ KaXKA0ro MOYTOBOTO SIHKA 0/KeH ObITh
CBOM Ha/le)KHbIM, YCTOMYMBBIN K B3/IOMY I1ap0Jib;



5. Eui ecTh BO3MOXKHOCTH HamMcaThb CAaMOMYy CBOM JIMUHBIA BOIPOC,
WCIIO/Tb3YW 3Ty BO3MOXKHOCTB;

6. Wcronb3yd HECKOTbKO TOUTOBBIX SILIUKOB. [lepBbid [jisi 4aCTHOM
TIePenuCKy C afipecaTaMu, KOTOPBIM Thl JOBepsielllb. JDTO 3/1eKTPOHHBIN ajpec He
Ha/l0 UCII0/Ib30BaTh NPU PerucTpaLlvi Ha Jopymax U cauTax;

7. He oTkpbiBail (hailyibl U Apyrve BJOXKEHWsS B MUCbMax, Jake eCidi OHU
TIPUIITA OT TBOMWIX Zipy3eid. Jlydille yTOUHU Y HMX, OTIIPAB/SUIA i1 OHU Tebe 3TH
(baunbr;

8. Ilocsie okoHuaHMsi pabOThl Ha TIOYTOBOM CepBUCe Tepefi 3aKphITHeM
BKJIaJIKM C CalTOM He 3a0y/Ib Ha’kaTb Ha "Beiitu'".

KubepOy//IMHI W/IH BHPTya/IbHOE H3/IeBaTe/abCTBO KubepOy/umHr -
npecsiefloBaHre  COOOIEeHHsSMH, COZIePXKAIl[UMH  OCKOpOJieHHUsi,  arpeccuio,
3aryry¥BaHye; XYJWTaHCTBO, COLMaJbHOe OOMKOTUpDOBaHWE C  TOMOIIBIO
pa3/InYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe cOBeThI TI0 6Hopbbe ¢ K1ubepOy/ITMHTOM:

1. He 6pocaiics B 60ii. Jlyuiunii criocob: 1mocoBeTOBaThCS KakK cebsi BeCTH H,
eC/IU HeT TOro, K KOMy MOKHO OOpaTHThCs, TO BHauaje YCIOKOUTbCsA. Ecimu Thbl
HayuHelllb OTBeYaTb OCKOPO/IEHHSIMU Ha OCKOpPOJIeHUSs, TO TOJIBKO elrle Oosbliie
Pa3oXoKellb KOH(JIMKT;

2. Ynpasnsii cBoei KubeppernyTalyei;

3. AHOHUMHOCTh B ceTd MHMMas. CyIlecTBYIOT CHOCOOBI BBISCHUTb, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTW Xy/JWraHCKWN 00pa3 BUPTyalbHOW >KW3HU. VIHTepHeT
buKCcHpyeT BCce TBOU [eWCTBUS W COXpaHseT UX. YAAIUTh UX OyZer KpaiiHe
3aTpy/IHUTE/THHO;

5. Cobsiro/jait CBOIO BUPTYaIbHYIO YeCTh CMOJIOAY;

6. WrHopupyidi emuHWYHbIM HeratuB. OHOpPa30Bbie OCKOPOWTE/bHBIE
coobirieHysi Jsyuiiie uUrHopupoBath. OOBIYHO arpeccusi TIpeKpailjaeTcs Ha
HauyaabHOM CTaJuu;

7. Ban arpeccopa. B nporpammax obMeHa MrHOBEHHBIMU COOOII€HUSIMU, B
COLIManbHBIX CeTSIX €eCTb BO3MOXXHOCTb OJIOKMPOBKM OTIIPaBKU COOOIIeHUM C
orpeJeneHHbIX a/lpecoB;

8. Ecmi TeI cBUieTenb KubepOysivHra. TBoM /1eHCTBUS: BBICTYIIUThL TIPOTHB
ripecijie[joBaTessi, MOKa3aTb €My, UTO ero J[JeWCTBUSl OLIeHWBAKOTCS HeraTUBHO,
no/iiep)kaTh >KepTBY, KOTOPOW HY»>KHa TIICUXOJIOTHYecKasi TIOMOIlb, COOOIIUTh
B3pOC/bIM O (haKTe arpeCCUBHOTO TIOBeIEHUsI B CETH.

MoounbHbINA Tes1ehoH CoBpeMeHHbIe CMapT(hOHBI U TIIAHIIIEThI CO/IePKaT B
cebe BrOJTHE B3pOC/IbIM (DYHKIMOHA/M, W Terepb OHU MOTYT KOHKYDUPOBAaTh CO
CTAllMOHAPHLIMU KOMIbIOTepaMu. OJHAKO, CPeACTB 3allUThl /i TI0A00HBIX
YCTPOWCTB TIOKA O4YeHb Majo. TeCTUpOBaHWE U TMOWUCK YSI3BUMOCTEH B HHUX
TPOUCXOJUT He TaK WHTeHCHMBHO, Kak masa [IK, To ke camoe kacaerca u
MOOUNBHBIX — TipuiokeHWH. CoBpeMeHHble  MOOW/IbHBIE — Opay3epbl  yxke
MPaKTUYECKH JIOTHA/IM HACTOJIbHbIE aHA/IOrH, OJHAKO pacluupeHve (yHKLHMOHaIa
B/eueT 3a co60l OOJBIIYI0 C/I0XKHOCTh U MEHBIIYIO 3alUILeHHOCTb. [laneko He
BCe TIPDOM3BOAMTENN BBIMYyCKalOT OOHOB/IEHUs, 3aKpbIBaloOIe KpUTHYEeCKHe



YSI3BUMOCTH [T CBOMX YCTpoiicTB. OCHOBHBIe COBeThl AJisi 6Ge3omacHOCTU
MoOmibHOTO TesiehoHa: Huuero He siBisieTcsl To-HacTosileMy OecriiaTHbIM. Byib
OCTOpOJKeH, Be[b Korja Tebe mpejjararoT OecIilaTHBIM KOHTEHT, B HEM MOTYT
OBITb CKDBLITHI KaKHeTO T/IaTHble yciayru; [lymaii, mpexxe uem OTIpaBUTb SMS,
doro wiu Bugeo. Thl TOUHO 3Haellb, rAe OHU OyAyT B KOHEUHOM WTOTeE?
Heo06x0/1iM0 OOHOB/ISATE OTeparjMOHHYI0 CUCTeMY TBoero cMapTdoHa; Mcrmonb3yii
aHTUBUDPYCHbIe TIpOrpamMMbl  Jjis  MOOWIbHBIX TenedoHoB; He 3arpykaii
TIPDUJIO’KeHUs1 OT HeU3BeCTHOr0 MCTOYHMWKA, Belb OHW MOIYT COJep)KaTh
Bpe/JOHOCHOe TIporpaMMHoe obecrieuenue; [locsie TOro Kak Thl BbIHJELIb C CaliTa,
rJe BBOJAWI JIMYHYIO WHQOpMalLMIO, 3aliji B HACTPOMKW Opaysepa U yjamu
cookies; Ilepropnuecky mnpoBepsid, Kakue IUIaTHble YCIyTM aKTMBUPOBaHbI Ha
TBoeM HoMepe; [laBail cBoii HOMep MOOWILHOTO TesedoOHa TOMBKO JIHOJSIM,
KOTODBIX Thl 3Haelllb U KOMY JoBepsiellib; Bluetooth no/keH ObITH BBIK/IIOUEH,
KOT/la Thl M He T0Jib3yellbcsi. He 3a0bIBait MHOT/a TTPOBEPSITH 3TO.

Online  urpsi CoBpeMeHHble  OHMAWH-UTPbI -  3TO  KpaCOUHbIe,
3axXBaThbIBalOIle pa3BjieueHUs], OObeUHSIOL[Me COTHU THICSY UesIOBEeK IO BCEMY
mMupy. Wrpoku wucciaefyiOT AAHHBIA WM MHUD, OOLIAIOTCS ApYr C JIPYroM,
BBITIO/IHAIOT ~3a/laHus, CpPa)kaloTCl C MOHCTpaMU M II0/y4arOoT OIbIT. 3a
yZIOBOJIbCTBHE OHU TUIAaTAT: TOKYMalT [UCK, OI/IaurMBalOT abOHEeMEeHT WU
npuobpeTaroT Kakue-TO OMLUU. Bce 3TW cpeAcTBa WAYT Ha TMOAJep)KaHWe U
pa3BUTHe WIPhl, a TakKke Ha caMy 0e30MacHOCTb: COBEPLIEHCTBYIOTCS CHUCTEMbI
aBTOpM3aLlMy, BBITYCKAarOTCs HOBbIe MaTuM (LM(poBble 3ar/aTKu AJIs IporpaMm),
3aKpbIBAIOTCSl YS13BUMOCTH CepBepoB. B MomoOHBIX Wrpax CTOUT oOracaTtbCsl He
CTOJIbKO CBOUX COINEPHUKOB, CKOJIbKO KpPaXU TBOEro I1apoJisi, Ha KOTOPOM
OCHOBAHa CHCTeMa aBTOpU3aLMy OOJBIIIMHCTBA UTD.

OCHOBHBIE COBeThI TI0 Oe30TMaCHOCTH TBOEr'0 UTPOBOT0 aKKayHTa:

1. Ecu gpyroit Urpok BefieT ce0si TVIOXO WU CO37aeT TeGe HerpusTHOCTH,
3a0/IOKMPYM €ro B CIHCKe UTPOKOB;

2. [Toxkany¥icss afMAHKACTPAaTOpaM WUIrPbl Ha IJIOX0e TTOBeJIeHNe 3TOr0 UTPOKa,
KeJlaTe/IbHO TIPUIOKUTh KaKue-TO [J0Ka3aTe/IbCTBa B BU/le CKPUHOB;

3. He yka3biBail TMuHYI0 MH(GOPMALMIO B TIpO(aiisie Urpsbl;

4. YBaKaul pyrux y4YaCTHUKOB T10 UTDE;

5. He ycranaBnuBaii Heo(uiMaabHble TTaTYM U MO/

6. Vcrionb3yu C/I0XKHBIE Y pa3Hble TTapoJiu;

7. laxke BO BpeMs UTPbl He CTOUT OTKJ/IFOUaTh aHTUBUPYC. IT0Ka ThI Urpaeltib,
TBOM KOMIIBIOTEp MOTYT 3apasuTh.

PUIMHr WIM KpaXa J/MYHBIX JAaHHbIX OObIYHON Kpakeil [eHer u
[JOKYMEHTOB CerojHsi yke HUKOIO He YAWBHIIL, HO C pasBUTUEM HHTepHeT-
TeXHOJIOTUW 3JIOYMBILUIEHHUKU TepeMeCcTWINCh B WHTEpPHET, U IPOJO/DKAI0T
3aHUMaThCsi "MoOuMbIM"  fleioM. Tak mMosiBWIach HOBasi yrpo3a: HWHTEpHeT-
MOILIeHHUUeCTBa WX (DUILIMHT, TJlaBHas LieJib KOTOPOTO COCTOMT B TOJIyYeHUU
KOH(W/IeHLIMa/IbHbIX [IaHHBIX [I0/b30BaTesled - JIOTMHOB W Tmaposied. Ha
aHrMiickoM sisbike phishing unTtaetcs kak ¢ummHr (ot fishing - peibHasi 0B,
password - T1apoJib).

OcHoBHBIe cOBeTHI 10 60pbbe ¢ UITHHTOM:



1. Cnemgu 3a cBOMM akKkayHTOM. Ec/i Thl Mozi03peBaeliib, UYTO TBOsI aHKeTa
Obula B3/IOMaHa, TO HeoOXoAWMMO  3a0/lOKWpOBaTb €e W COOOIIUTH
a/IMUHUCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnionb3yii 6e3omacHble BeG-caiiThbl, B TOM UKCJ/ie, UHTeDHET-Mara3uHoB U
TIOMCKOBBIX CUCTEM;

3. Vcnonb3yil c/io)kHbIe W pasHble Mapoiv. TakuMm obOpasom, eciu Tebs
B3/IOMAlOT, TO 3/IOYMBILIJIEHHUKU T0JyyaT [AOCTYIl TOMbKO K OJHOMY TBOeMY
Npo(u/Ito B CETH, a He KO BCEM;

4. Ecimu Tebsi B3OMaau, TO HeoOXOAUMO TIpeyrpeAuTb BCeX CBOUX
3HaKOMBIX, KOTOpbIe J00aB/ieHbl y TeOsI B PY3bsiX, O TOM, UTO TeOs B3/OMasiu H,
BO3MO>KHO, OT TBOEro UMeHM Oy/leT pacChllIaThbCs CllaM M CChITKUA Ha (PUIITMHTOBBIE
CaUThI;

5. YcraHoBU HafiexkHbIN Tlaposb (PIN) Ha MoOubHBIN TesedoH;

6. OTKII0UM coXpaHeHUe TapoJisi B 6pay3epe;

7. He oTkpnwiBaii (aiiibl U Apyrve BOXKEHUsI B MUCbMax, /la)ke eClu OHU
TIPUIITA OT TBOMWIX JIpy3ei. JIyuille yTOUHU y HUX, OTIIPABJIS/IU U OHU Tebe 3TU
(daubl.

HudpoBasa penyranus [{udposass pernyTaiuss - 3TO HeraTvBHas WU
no3uTHBHas uHMopmalusi B ceTd o Tebe. Komrpometupyroiias uHboOpMaiiys,
pa3MellleHHasi B MHTepHeTe, MOXKeT Cepbe3HbIM 00pa30M OTpa3vuThCsl Ha TBOeH
peanbHOM >ku3HU. "LludpoBas pemyTaiuss’ - 3TO TBOW UMUK, KOTOPBIM
dopmupyetcsi u3 uHpopmalu o Tebe B MHTepHeTe. TBoe MeCTO >KUTeNbCTBA,
yueObl, TBOoe (PMHAHCOBOe T0JIOXKeHWe, 0COOEHHOCTH XapakTepa M pacCKasbl O
OMM3KUX - BCe 9TO HAKaruIMBaeTCs B CeTH. MHOTUe TIO/IPOCTKU JIeTKOMBIC/IEHHO
OTHOCATCS K MyO/svKaumu JuyHoW uHpopMmaimyu B VHTepHeTe, He TOHWMas
BO3MOJKHBIX TOC/IeCTBUM. Thl [a)ke He CMOJKelllb A0rafaTbCsi O TOM, UTO
doTorpadusi, pasmelrieHHas 5 JIeT Ha3a/l, CTaja MPUUYMHOM OTKa3a IMPUHSTHL Tebs Ha
pabory. KommeHTapuu, pa3melijeHre TBouX ¢ororpaduii u Apyrue AelCTBUS
MOTYT He WCUe3HYTh Jla)Ke MOC/e TOro, Kak Thl UX yaauilib. Thl He 3Haelllb, KTO
COXpaHWI 3Ty WHQOpMalLUI0, TioMajsa JU OHAa B TIOUCKOBbIE CHUCTEMBbI WU
COXpaHW/Iach M OHa, a TJlaBHOe: UYTO TMOJyMalrT O Tebe OKpy’Karolue JIHOIu,
KOTOpbIe HaWAyT U YBUAAT 3T0. HaliTu MH(MOpPMAaLM0 MHOTO JIeT CIyCTSI CMOXKET
o060 - Kak u3 Jo0phIX MOOYKJeHuH, TaK U C HAMepPeHHeM TIPUUUHUTE Bpea. ITO
MO’KeT ObITh KTO YTOZHO.

OcCHOBHbIe COBETHI T10 3aluTe 1[udpOBOI pernyTalyu:

1. Momymaii, pekze 4eM UTO-TO IMyOIMKOBaTh U MepefiaBaTh y cebst B Gore
WU B COLIMA/IbHOM CeTH;

2. B Hactpoiikax mnpodusis yCTaHOBM OTrpaHHWYeHUs] Ha TPOCMOTDP TBOEro
nipousist U ero CoZiep>KUMOT0, CZiesiaii ero TObKO "aj1si Apy3ei';

3. He pasmemaii u He yka3sbiBaii nH(MOpMaIMIO, KOTOPasi MOXeT KOro-bo
OCKOpPOJISITh WK 00MKaTh.

ABTopckoe mpaBo CoBpeMeHHbIe IIKOJbHUKU - aKTHUBHbIE TI0/Ib30BaTesn
udpoBoro mpoctpaHcTBa. O/HAKO [Janeko He BCe 3HAKOT, UTO TI0Jb30BaHUe
MHOTUMM BO3MO>KHOCTSIMU 1[M(PpoBOTO MHpa TpebyeT coObsto/leHHs TIpaB Ha
VHTE/UIeKTYaJbHyH0 COOCTBEHHOCTh. TepMUH "HHTe/IeKTya/lbHast COOCTBEHHOCTh"



OTHOCUTCS K pas3/IMUHbIM TBOPEHHSM Ue/I0BeueCcKoro yma, HauuHasg C HOBBIX
1300peTeHU ¥ 3HaKOB, 0603HaYalOIMIUX COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U
3aKaHYMBasi KHWramu, @ororpadusmu, KUHODWIBMaMU U MY3bIKaTbHBIMU
Npou3BeleHUsIMU. ABTOPCKME TIpaBa - S5TO [paBa Ha WHTE/UIEKTYa/lbHYHO
COOCTBEHHOCTb Ha TIPOM3Be/IeHUsT HayKH, JIATEPATyPbl U MCKYCCTBA. ABTOPCKHE
rpaBa BBICTYTIAOT B KayecTBe rapaHTuu TOTO, yTO
VHTe/UIeKTYa/IbHbIN/TBOPUECKUM TPYJ, aBTOpa He Oy/JeT HarpacHbIM, [JacT eMy
CripaBe/j/IBbie BO3MO>KHOCTU 3apaboTaTh Ha pe3y/bTaTax CBOero Tpy/a, MoayYUTh
M3BeCTHOCTb W TMpusHaHue. HuUKTO 06e3 paspellleHUss aBTOpa He MOXKeT
BOCIIPOU3BO/IUTH ero TIpoM3Be/ieHue, pacIipoCTpaHATh, nmy6IMUHO
JeMOHCTPUPOBaTh, TIPOZlaBaTh, MMIIOPTUPOBAaTh, MyCKaTh B TIPOKAaT, IMyOJUYHO
WCTIO/IHSATh, T10Ka3bIBaTh/UCIIO/MHATL B 3¢upe Wid pasMeljatb B VHTepHeTe.
Vcrnonb3oBaHue "TMPATCKOro" MpOrpaMMHOI0 O0ecrieueHus MOXKeT ITPHUBECTH K
MHOTHUM PUCKaM: OT TIOT€PH [JaHHBIX K TBOMM aKKayHTaM /10 OJIOKMPOBKU TBOETO
yCTPOMCTBa, TI/le YyCTaHOBJIeHAa HeJjerasibHasg Imporpamma. He crour Takxke
3a0bIBaTh, UTO CYIIECTBYIOT JieTa/jibHble U OecrijiaTHble IMPOrpaMMbl, KOTOpBIE
MO>XHO HaWTH B CETH.

O noptane CeTeBUYOK.p() - TBOM TJIaBHBIM COBETUMK B CeTU. 37€Ch Thl
MO>Kelllb y3HaTb O 0@30TMaCHOCTH B CETU TOHSITHBIM U JIOCTYITHBIM SI3BIKOM, a TIPH
BO3HUKHOBEHUN KDUTUUECKOW CHUTyalldd OOpaTUTbCS 3a COBETOM. A Takke
TIPUHSTH yUacTHe B KOHKYpPCax U CTaTb CaMbIM L[M()POBBIM rpakIaHUHOM !



